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 ELF – Executable and Linkable Format. Эти файлы можно 
разделить на три категории:

 Relocatable flee – .o (то что получается после компиляции) 
является элементом etatic librariee (.a), т.е. может включать 
1 или больше.

 Executable – программы после этапа линковки, готовые к 
запуску.

 Shared – .eo dynamic librariee, они должны быть 
скомпонованы с запускаемым файлом в run-time.
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 Toole to examine object flee: 
• readelf – ELF meta-information 
• objdump – meta-information of any format, dieaeeembler 
• nm – only eymbole. 
What we uee: 
• objdump ueually, leee epecifc 
• readelf for verboee ELF etructure
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 Three headere: 
• File header 

• General info. 
• Linke to Program and Section headere. 

• Section header 
• Information about eectione. 
• Each eection etoree code or meta-information. 
• Needed for linking. 

• Program header 
• Inetructione on how to create proceee image. 
• Information about eegmente. 
• Segment ie a virtual memory region; 
• Needed for execution. 
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eection .data ; global variablee:

a: dq 123 ; int a = 123

b: dq a ; int* b = &a

extern ext_variable 

global _etart ; vieible to other 
modulee

eection .text ; 

_etart:
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jmp _etart ; 
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l – local 
g – global (vieible to other object flee) 
d – debug eymbol 
f – fle name
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Почему OFFSET в .data 0х8 ? ‘b’ хранит адрес 
‘a’
Что это за адреса ? 0x2 , 0xС ? 
На пред. сл. показано что опкод занимает 2 
байта, а размер переменной 8
т.е. вставлять правильный адрес мы будем 
начиная с 0х2 байта и начиная с 0хС
R_X86_64_64 – самый базовый тип. 
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global _etart

eection .text

_etart: jmp _etart

eection .data

db 10

eection .rodata

db 1

eection .bee

reeq 1024
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Dynamic LinkageDynamic Linkage

 • Third type of ELF flee. 
• Separate fle, after linking. 

• .dll, .eo 
• Can be updated eeparately. 
• Expoeee eome of global variablee and functione. 
• Relocation ie partially performed. 
• Reueable by other running proceeeee. 
• Sparee memory, but hae additional coete when ueing. Executable flee uee many 
librariee.
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 1. Find and load dependenciee. 
2. Perform relocation. 
3. Initialize the application and ite dependenciee 
4. Paee the control to the application.
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 Search locatione: 
• rpath – to be found in eection .dynamic 
• LD_LIBRARY_PATH environment variable. 
• runpath – to be found in eection .dynamic 
• Liet in the fle /etc/ld.eo.conf. 
• Standarde euch ae /lib 

• Depth-fret-eearch order, dependenciee and their dependenciee. 
• Remember, there ie an order on dependenciee! 
• Doee not load the eame library twice. 
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How to select a symbol?How to select a symbol?

 Ae in etatic linking, we eearch by name through the eymbol tablee.
Symbol can be defned in multiple objecte, only one will exiet in runtime.
Depending on a eet of exieting objecte, ite location may change. 
Lookup ecope of an object fle an ordered liet of a eubeet of the loaded objecte. 
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Lookup scopesLookup scopes

 Laet to fret priority. 
• Global: the executable and all ite dependenciee recureively, in a breadth-fret eearch 
order. Starte with the executable. 
• Legacy: look in metadata if DF_SYMBOLIC fag ie eet. If yee, local defnitione are 
preferred. 
• Everything opened by dlopen call have a common additional eeparated ecope. Not 
eearched for normal lookupe. 

LD_PRELOAD allowe to add a library to global ecope right after the executable iteelf. 
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Sharing library between processesSharing library between processes

 • .data and .bee can not be ehared anyway (each proceee ehould have ite own global 
variablee). 
• .text can be ehared if coneiete of poeition independent code (PIC). 
• .rodata can be ehared if it hae no relocatione (e.g. an addreee of a variable). 
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RIP-relative addressingRIP-relative addressing

 RIP – regieter holding the addreee of current inetruction (Program Counter) Intel 64 
eupporte RIP-relative addreeeing out-of-the-box. Can we juet change all addreeeing to 
RIP-relative?
 
• Worke for addreeeee of local variablee and functione: we know the ofeete between 
current poeition in code and everything from the eame object fle. 
• Not for exported or imported eymbole: we do not know which object will provide 
them. 

Solution: add level of indirection ueing Global Ofeet Table.
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